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Abstract— Physical Layer Security (PLS) in Multiple
Input Multiple Output (MIMO) systems is crucial to
achieving reliable communication. Artificial Noise (AN) is a
commonly employed technique to provide PLS-based secure
communication. This requires perfect knowledge of the
channel between transmitter (Alice) and legitimate user
(Bob). However, this channel information may be imperfect
due to estimation errors. Thus, the claimed performance of
AN-based PLS is questionable and requires thorough
investigation. In this work, the effect of imperfect channel
estimation on the performance of PLS for multiuser Massive
(MU-Massive) MIMO system is investigated. The channel
estimation error is modeled as a complex Gaussian variable.
The performance measure in terms of Bit-error-rate (BER)
is evaluated for different levels of channel estimation error.
This investigation provides a good illustration of how the
performance of AN-based PLS is affected by the channel
estimation error in the MU-Massive MIMO system. This
work shows the trend in BER increase with the increase in
AN mismatch.

In wireless communications, securing the information
is one of the most critical challenge [3], [4]. Since
information is broadcasted in wireless transmissions, it is
accessible to all.
Thus, the information is at high risk as anyone can
intercept the information by hacking the medium of
transmission [5], [6]. In physical layer security, the aim of
the system is to utilize the physical properties of wireless
transmission medium to provide secure commission
between the two ends [7], [8].
More specifically, physical layer security is based on
information theoretic characterizations of certain
performance metric of the system such as secrecy
throughput, secrecy outage, etc.

Secrecy throughput of a wireless transmission is
defined as the difference between the user throughput and
EVs’ throughput [4]-[9]. The secrecy outage probability is
another performance measure usually employed in the
design of secure communications which is defined as the
probability that the secrecy capacity drops below certain
Keywords—Physical layer security, Massive MIMO,
required secrecy rate.

Artificial Noise, distributed system, Bit-error-rate.

One of the methods employed for maintaining physical
layer security is based on transmit beamforming such that
The information theory introduced by Claude Shannon the throughput and/or outage probability of the desired
in 1949 [1, 2] described the basic elements in a secure user is decreased while that of the wiretapped signal at the
wireless communication as depicted in Figure 1. In this EVs is increased.
model, the sender "Alice" sends an encrypted message to
Hence, the signal received at the desired user signal is
"Bob" such that the encryption details are not known to protected in contrast to the Eve’s signal. In [10]-[14],
"Eve". This model does not consider the noise, therefore random Beamforming with the aid of semi-definite
both "Bob" and "Eve" will receive same message. As a relaxation is designed to maximize instantaneous secrecy
result of this process, "Bob" can use the key to decrypt the throughput [15].
message, but "Eve" cannot as the key is not known.
Further, the works in [16], [17], investigated the
Information theory provides a limitation of
communication systems for such scenario. If we can performance of the instantaneous secrecy throughput
design a system have a communication capacity between maximizing beamforming is addressed in more detail.
sender and receiver more than between sender and There are many works that utilize outage probability for
eavesdropper, in this case, the channel capacity will be providing physical layer security such as [18]–[21].
different and the secrecy level will be high, also
These methods employed the Bernstein-type
eavesdropper will be able to decode a small part of the
inequalities proposed in [22].
information signal.
I. INTRODUCTION
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In [23], imperfect channel state information (CSI)
based outage region characterization was derived for given
beamforming coefficients.
Another major concern is energy efficiency in wireless
communication [24], [25]. The energy efficiency and
secure communication are usually addressed together
using the performance metric secure energy efficiency
which is defined as the ratio of the secrecy throughput to
the total network power consumption and it is measured in
terms of secrecy bits per Joule per Hertz.
Many researchers have investigated the physical layer
security combined with energy efficiency [26], [27].
Secure energy efficiency maximization with the aid of
perfect CSI is investigated in [28]–[30].
These works designed beam formers that can cancel
the multi-user interference and wiretapped signal at the
EVe. Massive MIMO system is a promising technology
which has the capability to improve the physical layer
security in multiuser communication.

Fig.1 Shannon’s Model showing basic elements in a secure
communication

II. SYSTEM MODEL

In this work, we consider the scenario of PLS in MUThis is due to the fact that it can enhance the signal Massive MIMO system which employs AN and transmit
strength of the legitimate user and can increase the energy beamforming as shown in Figure 3.
of artificial noise in the direction of Eve which results in
more secure transmission.
This is possible due to the reason that the channel
vectors for different users become orthogonal when the
base station is equipped with large number of antennas.
This can be utilized to generate efficient artificial
noise in the null space of legitimate user channel and
consequently better secrecy can be achieved. The
conventional cryptography based techniques used to deal
with the security in communication systems are not
compatible with large users systems such as Multiple User
Multiple Input Multiple Output (MU-MIMO) system.
Thus, there is a need to design efficient security
implementations for these modern technologies. Physical
Layer Security (PLS) is a research area related to the
wireless and massive communication system, PLS is a
combination of different security techniques which utilizes
random wireless channel to encrypt the information signal
between sender and receiver.
Artificial Noise (AN) one such key technique utilized
in the PLS which generates artificial noise in the null-space
of Bob’s channel.
Hence, it requires the knowledge of Bob’s channel. In
this work, it is aimed to investigate the effect of imperfect
knowledge of Bob’s channel on the performance of AN
based PLS in MU-Massive MIMO system.
There is no previous work that has investigated the
effect of imperfect knowledge of Bob's channel in Massive
MIMO communication scenario.

Fig. 2 Transmit Beamforming with Artificial Noise for Secure
Communication

In this figure, the sender "Alice" has two transmitting
antennas while the receivers "Bob" and "Eve" each has a
single receive antenna. For the purpose of PLS, the
technique of artificial noise is implemented. This
technique of AN requires from sender "Alice" generating
artificial noise and sending that noise around all direction
except the direction of receiver "Bob". our benefit of
generating AN is to decrease the channel of a possible
eavesdropper, in the same time no need to impact the
quality of desire user. It is important to note that even Eve's
SNR is high, the security provided will still there. Because
increase SNR in Eve will increase AN as well. The signal
sent by "Alice" can be expressed as:
𝒙𝑘 = 𝒂𝑘 𝒔𝑘 + 𝒘𝑘 



Where 𝒙𝑘 represents the combined transmitted vector,
𝒂𝑘 is the vector containing beamforming weights, 𝒔𝑘 is the
actual information signal, and 𝒘𝑘 is the AN added by
Alice in order to secure the transmission. This AN term
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can be modeled as complex Gaussian. The aim is to design
this AN term such that it will be in the null space of Bob’s
channel matrix𝑯𝑘 , i.e.,


𝑯𝐻
𝑘 𝒘𝑘 = 0

However, this requires perfect knowledge of the
channel. In practice, the channel estimation (denoted by
̃ 𝑘 ) is not perfect. Therefore, the required orthogonality
𝑯
condition in (2) is not satisfied in real practice. In other
words, if there is a mismatch in the estimate of the channel
and its true value, this term will not vanish. In that case,
the received signal by Bob can be expressed as:
𝒚𝑘 = 𝑯𝐻
𝑘 𝒙𝑘 + 𝒏 𝑘 



𝒚𝑘 = 𝑯𝐻
𝑘 (𝒂𝑘 𝒔𝑘 + 𝒘𝑘 ) + 𝒏𝑘 
𝒚𝑘 =

𝑯𝐻
𝑘 𝒂 𝑘 𝒔𝑘

+ 𝒗 𝑘 + 𝒏𝑘 



Where 𝒗𝑘 = 𝑯𝐻
𝑘 𝒘𝑘 is the component that exists due
̃ 𝑘 . In this
to the design of the AN 𝒘𝑘 using imperfect𝑯
work, we assume the component 𝒗𝑘 is modeled as white
Gaussian noise with variance 𝜎𝒗𝟐 . In real practice, the
communication link is attenuated by both magnitude and
phase. Since complex quantity incorporates both
magnitude and phase, therefore, it is more suitable to
model the noise term with complex quantity to reflect
more realistic scenario in communications. On the other
hand, the AN component will persist in Eve's received
signal. Thus, if Eve's channel is represented by 𝑮𝑘 , the
received signal at the Eve will be
𝒛𝑘 = 𝑮 𝐻
𝑘 𝒙𝑘 + 𝒆 𝑘 



𝒛𝑘 = 𝑮 𝐻
𝑘 (𝒂𝑘 𝒔𝑘 + 𝒘𝑘 ) + 𝒆𝑘 
𝐻
𝒛𝑘 = 𝑮 𝐻
𝑘 𝒂𝑘 𝒔𝑘 + 𝑮𝑘 𝒘𝑘 + 𝒆𝑘 

Here, the AN-related term 𝑮𝐻
𝑘 𝒘𝑘 will be responsible
to effect Eve's reception, and consequently, the signal
quality at the Eve will be degraded. In designing the AN
term, the total power is usually divided between the
original information and the AN term. If ‘r’ represents the
ratio of AN power to the original signal’s power, the
transmitted signal can be expressed as
𝒙𝑘 = √(1 − 𝑟) 𝒔𝑘 + √𝑟 𝒘𝑘 
This can be utilized to control the contribution of the
AN term in the transmitted signal.
III.

RESULTS

In order to investigate the impact of imperfect channel
estimation in the AN based PLS, we examine the BER
performance of the system. The modulation scheme used
is QPSK. In the first experiment, 20% of the total transmit
power is provided to the AN term. Moreover, perfect
channel estimation is considered, that is 𝜎𝑣2. The BER
results for both the Bob and Eve are reported in Figure 4.
It can be seen from the results that the Eve's BER is greater
than that of the Bob's BER by employing the TX
beamforming Alice. Moreover, it can be depicted from the
figure that the Eve's BER increase 20% when the AN term
is included. However, the Bob’s BER is slightly affected
due to the AN generation based on Bob’s CSI. In the
second experiment shown in Figure 5, again the scenario
of perfect channel estimation is considered and the AN
power is 80% of the total power. The results show similar
behavior as observed in the first experiment.

Fig. 3 BER Results with Artificial Noise at 20% and perfect channel knowledge (𝜎𝑣2 = 0), (Blue and Black without AN)

Next, we investigate the scenario when channel This is modelled by white Gaussian noise as mentioned in
knowledge is not perfect which produces an imperfect AN. Equation (5). We consider three cases of imperfect noise
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variances, that is, 𝜎𝒗𝟐 equals to 0.1, 0.01, and 0.001 and the results that the BER increases as the value of 𝜎𝒗𝟐 increases.
results are reported in Figures 6, 7, and 8, respectively. The Moreover, it can be depicted from these figures that the
AN generation is set at 20%. It can be seen from these impact of imperfect AN is more dominant in the BER of
Eve.

Fig. 4 BER Results with Artificial Noise at 80% and perfect channel knowledge (𝜎𝑣2 = 0), (Blue and Black without AN)

Fig. 5 BER results with Artificial Noise at 20% and imperfect channel knowledge (𝜎𝑣2 = 0.1)
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Fig. 6 BER results with Artificial Noise at 20% and imperfect channel knowledge (𝜎𝑣2 = 0.01)

Fig. 7 BER results with Artificial Noise at 20% and imperfect channel knowledge (𝜎𝑣2 = 0.001)
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IV.

CONCLUSIONS

The results presented in this paper explained how the
performance of AN based PLS system in MU-Massive
MIMO is effected by the imperfect knowledge of channel
estimates. More precisely, this work investigates the
impact of imperfect AN on the BER performance of both
the Bob and Eve. It was observed that the BER increases
as the value of AN mismatch variance increases. For
example (when σ_v^2= 0.1 BER = 0.5, σ_v^2= 0.01 BER
= 0.4, σ_v^2= 0.001 BER = 0.3). Moreover, it is concluded
from the results that the impact of imperfect AN is more
dominant in the BER of Eve as compared to the Bob. Thus,
the AN based PLS scheme for MU-Massive MIMO
system can provide a better security for Bob even in the
presence of channel estimation error.
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