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 Abstract—RFID (Radio Frequency Identi�cation) is the fastest growing technology, 
as many IoT devices are communicating via RFID technology. During the interaction 
among RFID reader and tag, collision happens in di�erent ways like tag-to-tag, 
reader-to-reader and reader-to-tag collisions. Several anti-collision techniques are 
presented to resolve the collision issue. �e RFID reader is like a physical sensor; thus, this 
study shows how the context-aware process is used in the reader and tag interaction. 
Furthermore, the authors have discussed the context of RFID anti-collision protocol by 
analyzing how a reader reads a tag and detects collision from a context-aware perspective. 

 �is study examines the method of working of anti-collision techniques from a 
context-aware perspective. �e study gives a brief overview of how an anti-collision 
technique is working in RFID reader and tag communication. �e core focus of this study 
is to compare anti-collision techniques and examine from a context-aware perspective. In 
this paper, RFID reader and tag communication is mapped with a context-aware cycle. By 
examining anti-collision techniques as an outcome, e�orts have been made in this paper to 
determine which anti-collision technique is working better from a context-aware 
perspective.

 As per our �ndings, the discontinuous collision bit mapping algorithm (DCCMA) is 
a better approach as compared to other anti-collision techniques. �rough this paper, we 
have found out that (DCCMA) anti-collision technique is better from a context-aware 
perspective.
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 With the growth of the Internet of 
�ings (IoT), RFID (Radio Frequency 
Identi�cation) has developed an energetic 
study ground. Now-a-days, the IoT, 
pro�ciency has established broad 
concentration [1]. It allows di�erent sorts of 
recognizable things to be informed. 
Moreover, intelligently used for swapping 
data by devices and people. �us creating a 
worldwide network communication structure 
that permits remote automatic transmissions 
[2]. Researchers have pointed out the fact 
that pervasive computing has captured the 
attraction of a major part of our daily life 
routine, especially during the most recent 
years. IoT's idea is stepping towards its’ 
broad acceptance. Continuous increase in 
IoT devices has also e�ected RFID 
technology because a huge amount of RFID 
tags and readers are part of IoT [3]. RFID 
has spanned over di�erent areas, such as 
personal identi�cation, retail stores, asset 
tracking, toll collection, etc. RFID is an 
automatic recognition technology recognized 
through wireless medium [4]. 

 RFID can recognize an item via wireless 
without line-of-sight. �erefore, RFID’s 
main focus is on providing smartness in 
applications like supply-chain management 
and retail inventory management [5]. As the 
price of manufacturing is decreasing, RFID 
has been broadly utilized within many areas 
of the inventory, supply chain, logistics, food 
traceability, industrial, storage, and many 
more [6]. During RFID communication, 
tags are attached with objects for recognition 
and examination. 

 �e reader communicates with tag 
through sending a query command, and the 
tag gives a response on this query command. 
�e RFID reader connected by tags via 
short-range wireless transmission. Suitable 
implementation collapses when con�icts 
among tags occur [7]. Con�ict happens while 

I. INTRODUCTION multiple tags reply to the reader on a similar 
time when the reader generates a query. �at 
is why the collapse of identi�cation comes 
into occurrence [8]. During the reader and 
tag communication, any anti-collision 
technique which has low power consumption 
and low latency is considered a good 
anti-collision technique. 

 Moreover, it is also important that the 
technique is not very complex; it is important 
to obtain e�ciency and improvement. Tag 
anti-collision algorithms can be categorized 
into ALOHA-based and tree-based 
algorithms. �e tree-based tag anti-collision 
protocols are deterministic. ALOHA based 
protocols and variants are probabilistic [9]. 
Reader and tag communicate via a radio 
frequency signal.  Channel acts as a signal 
communication medium, and channel’s job is 
to broadcast signal, bring information as of 
sender to receiver. 

 Sometimes readers or tags transmit RF 
signals at a similar time and as a result, the 
collision occurs in the wireless channel [10]. 
Con�ict due to immediate tag replies is one 
of an important problem in RFID because it 
is responsible for the wastage of bandwidth, 
power, and raise in recognition delays. Our 
study discusses anti-collision techniques 
from a context-aware perspective. In the 
context-aware cycle, context is a very 
signi�cant issue, although no generally 
known de�nition for it is present that 
describes contexts in terms of identity, object 
and location. Also, a de�nition that describes 
context by including part of an existing 
condition cannot be found either [11]. 

 Context-aware means that the analysis 
of the reader to tag communication and 
mapping the communication of reader and 
tag with a context-aware cycle. �e RFID 
reader is a physical sensor, and a tag is an 
object. When the reader communicates with 
tag through query command, methods are 
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required to tackle the issue of how to tag 
response and how the reader recognizes and 
stores data. 

 �e authors have given reviews on some 
anti-collision techniques from the 
context-aware cycle and suggested which 
anti-collision technique is good from 
context-aware perspective. �e purpose of 
this study is mapping the anti-collision 
algorithms with a context-aware cycle and 
show which anti-collision algorithm is better 
from context-aware perspective. 

 Figure 1 shows how an RFID 
communication works. In the cycle, four 
components are involved, 1) Reader, 2) Tag, 
3) Antenna and 4) Computer or storage 
device. Moreover, the medium of 
communication is the electromagnetic �eld 
[12]. �is paper is structured as follows: In 
Section II, the authors have discussed the 
literature review. Section III deals with the 
context-aware cycle. 

 Section IV focuses on checking out the 
working of anti-collision algorithms from the 
context-aware perspective. Section V is 
dedicated to DCCMA mapping with a 
context-aware cycle. Section VI provides the 
conclusion and possibilities of future works. 
VII contains references. 

Fig. (1). RFID Working Process [12].

II.  LITERATURE REVIEW
 Konstantinou [2] surveys and other 
tutorials of this RFID algorithm have shown 
that two methods are utilized for identifying 
tags. �ose algorithms are ALOHA and 
Trees. Both of these algorithms provide 
bene�ts in di�erent domains like, ALOHA 
can dynamically adapt to varying the load and 
lower number of the reader to tag commands. 
Tree algorithm provides the deterministic 
identi�cation of collided bits. However, it 
requires high number of the reader to tag 
commands.

 Shih et al., [13] proposed a mechanism 
based on a sequence of the anti-collision 
protocol to address RFID arbitration. �e 
main challenge of the RFID system is proper 
Tag Identi�cation. Several tags are available 
in the reader’s �eld, which causes the 
collision due to the huge amount of tags 
striving to access a reader at the same time. 
On the other hand, it will also create an 
impact by minimizing the number within the 
time to do it. �e reader collision issue is 
quite simpler than the frequency assignment 
problem in numerous ways. 

 However, the performance of the reader 
and RFID system is very much dependent on 
the time and frequency usage. �e time and 
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frequency usage are the two main constraints 
of the performance system. It is often seen 
that the Tag Interference issue is found in the 
time assignment scheme. �is issue is not 
present in the frequency assignment scheme.

 Li et al., [14] opted to a large RFID 
system to look at the set of tags and 
identifying the missing tags. �e key 
Inventory Management application is the 
main solution in a large area such as livestock 
farms, hospitals, warehouses.  �eir studies 
focused on to avoiding the inferring with 
normal operation. During the identi�cation 
of the missing tags, they observed that the 
execution time of the protocol needed to be 
decreased.

 It is highlighted in [15] that 
Consecutive Collision bit Mapping 
Algorithm (CCMA) is an anti-collision 
technique which enhances the e�ectiveness 
of RFID communication. Multi-bit collision 
gets removed through this process. CCMA is 
for uninterrupted collision bits and 
uninterrupted collision digit k is constant. 
Furthermore, in case k is minor (k=2), several 
mapping commands are presented 
throughout the procedure. It causes 
recognition latency, and if k is huge, 
mapping outcome is lengthy, and the volume 
of data transmission expands.

 Pal [16] discussed Hybrid Query Tree 
(HQT) anti-collision algorithm, which 
utilized a 4-ary query tree, not a binary query 
tree. In case a con�ict happens while query 
pre�x is q, the reader pushes ‘q00’, ’q01’, 
‘q10’, ‘11’ into the stack.

 Djeddou et al., [17] surveyed the Binary 
search system relay on uninterrupted con�ict 
bits (IACA). When the collision happens, a 
reader may choose the situation as per the 
Manchester code. In case when 1st and 2nd 
con�ict bits are successive, it will decide �rst 
two collision bits. Later established bits 
smaller than 2nd collision bits along with 

other bits will stay una�ected. �e reader will 
establish the latest sequence in the order of 
the later phase. In case when ID is less than 
the command sequence, the tag will answer 
to the reader along its ID.

 Xu et al., [18] observed that DCCMA 
discovers collision by employing the 
Manchester code. With mapping outcome of 
collision bits transmitting a custom 
command to inform pre�x precisely. �e 
algorithm reduces unused slots e�ciently to 
enhance the e�ectiveness of identi�cation.

 Rajpoot et al., [10] focused on the 
collision between tags. It is one of the key 
problems that should be resolved to improve 
the e�ciency of the RFID system. �e 
ALOHA and QT algorithms are the main 
and popularly used algorithms to sort out this 
problem. However, there is an issue with 
these anti-collision techniques i.e.; these 
techniques work e�ciently while the 
quantity of tags is minimum. However, if the 
quantity of tags is increased, the e�ciency of 
these algorithms become lower. �e newly 
introduced approach for RFID anti-collision 
has been established to resolve this di�culty. 
�is method can be utilized to enhance the 
connection between the tags. 

 Due to this, the tag may transmit its own 
ID below some trigger condition by mapped 
correlation of ID query on multi-tree. Due to 
the limited amount of tags, nodes will get 
real ID along with a temporary ID. It will 
greatly decrease the time consumption for 
the reader to read and write tag IDs. 
Moreover, the dynamic ALOHA algorithm 
application allows the reader to determine 
the vacant slot’s location concerning the 
binary pulse position. �us, this approach is 
also helpful to increase the e�ciency of the 
system by determining the empty slots when 
the slots are being read. �e experimental 
veri�cation has shown that this approach 
improves the system’s e�ciency.
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 Li et al., [14] pointed out that the static 
ALOHA algorithm shows weak 
performance during transmission in the 
multi-tag RFID system ALOHA algorithms 
have the adaptive frame size i.e., AFSA1 and 
AFSA2. Frame size alters as per real-time 
measured collision rate at the existing layer. 
Moreover, the system can again change the 
length of frame size, such as can convert it 
into double or divide the frame size after that 
layer. �ere would be no more computational 
load needed for tags at the tag side.

 Liu et al., [8] suggested an altered 
anti-collision protocol based on a collision 
tree, which is also called NAMCT. It has 
been used for tag identi�cations in the RFID 
system of IoT. �is protocol can choose 
8-ary and 2-ary CT. Furthermore, the 
number of collided tags can determine the 
selection of the tree’s dimension. NAMCT 
algorithm decreases the total number of time 
slots, and it also eliminates the entire idle 
circle for applying pre�x predication queries. 
�e simulation results of this algorithm show 
that this algorithm performs very e�ectively 
as compared to other anti-collision 
algorithms for time complexity and system 
e�ciency in a huge tag environment.

 Wang et al., [9] made an assessment to 
develop the capture e�ect for enhancing the 
system output in the ALOHA based RFID 
system. If there is a one-bit collision, denoted 
by 0 and 1, it will help the system to identify 
the two tags directly. So, in this way, it will 
reduce the idle slot and enhance the 
e�ciency of reorganization. �e single tag 
will react to an outstanding piece of its 
identi�cation after matching the pre�x. In 
this way, the reduction of the in sequence 
communication is produced. More attention 
is needed to be provided to improve the 
e�ciency of this algorithm in order to 
identify the huge amount of tags.

 Shaikh et al., [3] presented the 
fundamental concept of the anti-colliding 

protocol. In a considerable amount of tags 
that can be assumed in RFID networks and 
analyzed the Expo wave algorithm. It is 
another newly created approach for 
anti-collision in multiple access control 
protocol domain. A detailed report on the 
performance of this algorithm and its 
evaluation by simulation method has shown 
that the algorithm exhibits a well- organized 
approach to reader anti-collision problem. in 
the scenario comprising up of a large number 
of tags.

 Chen et al., [19] suggest one more new 
technique called a new enhanced 
anti-collision algorithm. utilizing the 
counters and stacks to decrease the 
occurrence of the collision e�ectively and 
making it feasible to detect several inactive 
tags in a time slot. If the designer wants to 
improve performance, the collision 
assessment is the main challenge in RFID.

 Aguilar et al., Context framework should 
give methods to expand the information of a 
context in an ordered approach. CAMeOnto 
is proposed along with its features, based on 
the principles of 5Ws: when, who, where, 
why and what [20].

 Sezer et al., Sensors have mentioned that 
a huge amount of data is being generated 
now-a-days. In order to collect meaningful 
data from raw data. we have to understand it 
�rst i.e., perform acquisition, modeling, 
reasoning, and distribution in the context of 
sensors because raw sensor data is playing an 
important role in decision making. �e 
context-aware cycle is proven to understand 
sensor data successfully [21].

 JongMyung et al., mentioned that 
Identi�cation capability is an essential 
resource for detecting external situations and 
incidents. Functions that utilize RFID for 
context-aware purpose is to Collect 
consumer information from tag to deliver 
intelligent services as per the consumer's role. 
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And �nd consumer place via scanning tags 
a�xed with things in order to o�er services 
associated with the place. For understanding 
the consumer’s objective through scanning 
the body identi�ers and o�ering services 
about things, RFID based context-aware 
techniques are extremely disparate and the 
number of techniques is growing rapidly 
[22]. 

 Li et al., outlines a transparent and 
perfect categorization of context to discover, 
identify and e�ectively resolve a range of 
contexts. It may o�er excellent support for 
consumers to �nd the kind of a provided 
context instead of utilizing it when context 
might be classi�ed from various angles [23].

 We have studied many anti-collision 
techniques during the literature review. 
Every anti-collision technique has its pros 
and cons. Some issues which have been 
found during the review are complexity, 
memory, idle slot, communication overload, 
multi-bit, and single-bit collision. As 
compared to ALOHA based anti-collision 
techniques, Query Tree anti-collision 
techniques are better. As per our analysis, 
DCCMA is a better anti-collision algorithm. 
�rough this paper, we have also reviewed 
the context-aware cycle. Many researchers 
have many opinions on context because 
context can be used in di�erent ways like, 
location, time, person, object, direction, 
place, etc.

 Context-aware life cycle is context 
acquisition, context modeling, context 
reasoning, and context dissemination. 
Context represents some knowledge that can 
be manipulated to describe the condition of 
an object. It is an entity that is related to the 
interface between a consumer and a product. 
A context-aware approach o�ers related 
knowledge and facilities to the consumer, 
wherever the importance varies on the 
consumer's tasks [24].

III.  CONTEXT-AWARE CYCLE 

 Contexts have a cycle, which speci�es 
when information is created and used. 
Context knowledge can be seen as a facility, 
described by various writers as 
Context-as-a-Service [25]. Context 
Acquisition is the method employed to 
obtain the context. �e context may be 
di�erent depending upon occurrence, cause, 
method of acquisition, kind of device etc. 
Context modeling is broadly represented as 
context description. Context patterns might 
be constant or energetic. It might have some 
states like, getting ready, running, resuming, 
suspending, terminated, and expired. Various 
modeling methods explained in the 
Reasoning of Context. �e reasoning of 
context might be described as a technique to 
determine current information. It is can be 
considered as a procedure for obtaining 
high-level context. Contexts reasoning needs 
to resolve two attributes of context: weakness 
and uncertainty. In the Dissemination of 
Context, two techniques are employed i.e., 1) 
by a probe 2) by Subscription [26].

 �e system can acquire context through 
an RFID reader, which is a physical sensor. 
After the acquisition, it is modeled in a 
concept of 5Ws that is, what, when, where, 
who and why included.  RFID reader uses 
this context to determine the multiple tags. 
In context reasoning, RFID readers can use 
the context to understand the multiple tag 
frequencies better and can take quick actions 
while capturing.  In the context of reasoning, 
RFID reader has to make quick decisions on 
what to compare in di�erent conditions. 
Finally, the entire context is distributed in 
multiple tags environment. Figure 2 shows 
how the context-aware cycle works. In �gure 
2, seen four components of the 
context-aware cycle have been shown i.e., 1) 
Context Acquisition 2) Context Modelling 
3) Context Reasoning 4) Context 
Dissemination [27].
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IV. Which Algorithms Are Working
Better With �e Context-aware Cycle?

Fig. (2). Context-Aware Cycle [27].

 �e QT algorithm places a stack within 
the reader to add an inquiry pre�x. Inside 
each period, the reader will transmit inquiry 
command towards tag in the reader’s range; 
after that tag compares query pre�x ’q’, it 
replies towards the reader. In case if several 
tags react, collision will happen, as well as the 
reader will need to move forward ‘Q0’ and 
‘Q1’ in a stack. After that, the coming inquiry 
awaiting stack will become blank. Inside 
established tree traversal technique, in any 
case, whether there is a con�ict knob of a tree 
or not. �e technique needs to traverse the 
whole binary hierarchy; that is why it does 
not get suitable e�ciency in the RFID 
system. Collision-detection through 
Manchester code is shown in �gure 3 and 
table 1. Some algorithms of QT use 
Manchester code to detect collision during 
RFID and tag communication [28].

A.  Manchester Code:

 A technique is intended for improving 
Query Tree through examining positions of 
crashed bits. It also makes one-time access 
and thus, does not demand many memories 
on tags to update positions. For decrease 
collision, another discussed technique is 
HQT. HQT uses a 4-ary query tree, not a 
binary query tree. Such as, in case a collision 
happens while inquiry pre�x is Q, the reader 
moves forward ‘Q00’, ’Q01’, ‘Q10’, ‘Q11’ in 
the stack. 

 Recommended collision tree (CT) 
technique that eliminates idle sequence 
during tag recognition. suggested is a new tag 
reading technique known as multi-bit 
identi�cation (MBI) algorithm. While many 
crash bits in the reader occur in series. A 
unique slot entitled by M-slot is triggered, 
crash ID-strings of the earlier slot assembled 
according to a particular combination format 
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Table 1. Mapping Board K=2 Bits.

Collision Bit Mapping results 
 (2 bit) (4 = 22 bits)
 01 0010
 00 0001
 11 1000
 10 0100

Fig. (3). Manchester Code Waveforms [28]

Tag2
10101010

1 0 1 0 1 0 1 0

Tag1
10110010

1 0 1 1 0 0 1 0

Reader
101??010

1 0 1 ? ? 0 1 0

with related reactions are prepared. A new 
Query window Tree (QwT) technique 
proposed has been proposed. QWT 
e�ciently manages the quantity of answered 
bit from tag via implementing a vibrant-size 
window.  BST technique uses a matrix-based 
combination to speed up the identi�cation 
rate of tags. 

 To analyze throughput, a rule is de�ned 
to choose the division quantity of a tree. 
IACA, in case of collision, happens the 
reader will be able to select out a particular 
collision point according to Manchester 
code. In the collision, if 1st and 2nd bits are 
crash bits then it will put initial 2 crash bits to 
‘00’, ‘01’, ‘10’, ‘11’ correspondingly. After 
that, it will put bits lesser than 2nd crash bits 
to one along with further bits untouched. �e 
reader will put the latest sequence as the 
command after that round. Although in the 
case when 1st and 2nd collision bits are 
discontinuous, IACA works like a standard 

binary search algorithm.  CCMA 
(Consecutive Collision bits Mapping 
Algorithm) may be able to develop the 
competence of the Radio Frequency 
Identi�cation method more Sadly. it is just 
for continual collision bits and continual 
crash integer k is constant. 

 Furthermore, the research did not 
suggest a technique to establish k. If k is 
small, many mapping commands initiated 
throughout the development will cause 
identi�cation latency. Another side of the 
problem is if k is huge. Due to this, mapping 
results are too long and it causes a raised the 
amount of data communication. In 
DCCMA, every tag has its sole ID as well as 
the id length is 16 bit. �e tags number set is 
between 5 and 600 and they all are produced 
randomly. For estimating algorithm’s 
e�ciency following 2 things have been 
measured. 
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 As shown in �gure 5, During the 
communication between the RFID reader 
and tag, the context-aware cycle is working 
in this way - How collision is detected and 
how the anti-collision technique resolves the 
collision. Context is acquired through RFID 
reader antenna When receiving tag IDs, 
reader performs context modeling according 
to 5 Ws. During modeling, the reader checks 
for the collision. When a collision is 
detected, context reasoning resolves collision 
through the anti-collision technique and 
then context dissemination is performed.

 We evaluated DCCMA with QT 
(Query Tree), HQT (Hybrid Query Tree), 
CCMA (Consecutive Collision Bits 
Mapping Algorithm) anti-collision 
algorithms to context-aware perspective.

 DCCMA anti-collision technique 
works better with context-aware perspective. 
When communication starts between reader 
and tags, DCCMA receives multiple RFID 
tags IDs in context acquisition. When 
receiving tag IDs, DCCMA anti-collision 
technique avoids the collision through the 
Manchester code and deals with collision bits 
according to context modeling. If DCCMA 
�nds collision bit, DCCMA generates 
custom command, �rough custom 
command, collision bits recover via context 
reasoning. When the collision resolves, 
DCCMA distributes the information among 
all tags and communication continues 
towards context dissemination.

 We studied more anti-collision 
techniques with context-aware perspective, 
but as per our understanding, DCCMA is a 
better anti-collision technique from a 
context-aware cycle perspective.

 Here we utilized a standard compulsory 
cycle for evaluating complexity of times. �e 
lesser is the time complication, the smaller is 
the normal requisite cycles. �e average 
period required to query one tag 
identi�cation is referred to as the average 
required cycle. 

a) Time Complexity:

b) Communication Overload:

B. DCCMA with Context-Aware Perspective:

V. CONCLUSION

 �is study focuses on anti-collision 
techniques of RFID and context-aware cycle 
perspective working of the anti-collision 
technique. It also discussed multiple 
anti-collision techniques from a 
context-aware perspective. As per our 
�ndings, DCCMA (discontinues collision 
mapping algorithm) is a better approach as 
compared to other anti-collision algorithms. 
DCCMA can accomplish better 
performance with respect to the 
context-aware cycle. DCCMA identi�es 
con�ict bits through the use of the 
Manchester code and obtains mapping 
outcome of con�ict bits through sending a 
Custom Command CC to maintain pre�x 
precisely.

 �e bits that broadcasted to every tag for 
recognition are metric. Broadcasted bits are 
major bits with the purpose of tag for 
replying to the reader as well as mapping 
outcome. �e power utilization rate 
emphasizes the fact that it has to be a low 
powered system due to the requirement of 
the power in tags. Normally needed cycles for 
1 tag recognition vary from 5 to 600. 

 Discontinuous collision mapping 
algorithm just requires 1.65 cycles. DMCCA 
can accomplish improved performance above 
additional algorithms within conditions of 
normal requisite rounds for 1 tag recognition. 
It also has almost no e�ect on overload 
communication because of adding more bits 
into a tags response message for the mapping 
parts. So here, DMCCA has better 
performance because of extensively decreased 
time complication and transmission 
overload, as shown by the �ow chart of 
DCCMA [18] in �gure 4.
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Fig. (4). DCCMA Flow Chart [18].

Fig: 5. Reader reads data from Context-Aware Cycle perspective
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